3 TIPS TO MAINTAIN MOBILE

DEVICE SECURIT

With the growing popularity of mo-
bile device use in healthcare comes

BY: CHARLES KILLMER,
SECURITY OFFICER, CISSP
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lines are the most important to keep
your valued information secure.

I. LOCK THE DEVICE.
On average, North American and Euro-
pean companies lose 11 smartphones

other private activities using a WiFi con-
nection, make sure it is a secure con-
nection; otherwise, stick to browsing.

7. BE ALERT TO UNINITIATED
MESSAGES.
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tive technology being one that comes
along that has large impact on how we
do something or how effective we are at
doing it. A good example is the discovery
and practical use of X-rays. Discovered in

shape of the IT organization. This disruptive
technology has appealed and has caught
the eye of many with a stake in IT; from

the IT and Practice Administrator, to the
CFO and CEO. This disruptive technology?
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“Users should down-

load apps only from trusted

app stores and stick with the more
popular apps’; says Michael Sutton,
vice president of research for cloud
security firm Zscaler.

3. BACK UP YOUR DATA.

These days, if you have backed up
your data, and you lose your phone
or the data gets deleted, it takes less
than an hour to restore your phone.

4. TURN ON ENCRYPTION.
Encryption is a way to prevent
unauthorized access to data. By

USE.

Devices with Bluetooth capabili-
ties work a lot like an internet connec-
tion. Anyone, within your device's
range, can connect to your Bluetooth
signal (if not password protected) if
it is turned on. Turn off your Blue-
tooth connection when not in use to
prevent from unwanted users gaining
access to your signal.

Additional Tip: Set an easily-
remembered, yet hard to crack,
Bluetooth password to insure privacy
and security.

9. USE A HEALTHCARE MOBILE

escalated issues and enhance ability to solve inquiries in a more timely manner

customers and software’s to more efficiently serve you

radiation were
fully understood).
Within the
enterprise (or the medical
practice, which is Netgain's focus), disrup-
tive technologies can be just that; disrup-
tive. Implementing a new EHR system isn't
nearly as much fun or stylish as getting that
new mobile phone, now is it? A disruptive
technology is really a double-edged sword
with the promise of some benefits (such as
improved patient care and efficiencies) but
it comes with its own challenges as well (un-
certainty, risk of failure, risk of acceptance).
Within my world of the enterprise data

derstanding both aspects
of this double-edged
sword (the benefits and
more importantly the risks
and challenges) will help you understand
how you might achieve it.

Server & Storage Virtualization is a big
deal, it has been and will continue to
change how computing in business is
accomplished. More than a disruptive tech-
nology, | have gone so far as to call it a‘para-
digm shift'IT because of how it changes and
touches every aspect of the IT environment.
Becoming virtualized has the promise of a
data center with the following benefits over

b. Arrange Subject Matter Experts (SMEs) in the areas of specific technologies,

a. Skill Based Routing — Route issues to an analyst best suited to handle the

b. Enhanced Reporting — Identify trends and gaps to be proactive in addressing
If at any time you, or any of your team members, feel they have not received high touch
Netgain’s Support Team is committed to providing excellence and we ask for your feedback

Customer Service - knowing our customers
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their traditional data center designs:

« Availability: Server virtualization can
drastically improve the uptime (availability)
of applications within the data center.

« “Green” computing: Gartner Research
estimates that each virtualized server saves
an estimated 7,000kWh of electricity and re-
moves more than four tons of carbon dioxide
emissions from the environment per year.

« Disaster Recovery: Server & storage
virtualization simplifies Business Continuance
and Disaster Recovery (BC/
DR) of applications in the

focuses more specifically on the needs of
your business, can be quite complex.

Here are some of the considerations to be
aware of:

» The nuts and bolts: \Which storage
technologies to choose? Which server vir-
tualization technologies to choose? Which
servers to choose? Which network compo-
nents to tie it all together?

« The design: Many of the benefits of
the model depend on sharing and higher

utilization of resources. A poor design
can create a bottleneck and

f i f
case of a complete data create a failed or underuti-
center (site) outage. INDUSTRY STAT: lized deployment.

« Scalability: An agile GB\"tmr Qesearch « Investment: There is a
data center based on estimates that each higher minimum investment
virtualization principals Virtua\izcd server SaVesS 2n required to get started to play
can shorten resource estimated 7)000k\o\)h of the virtualization game. This
procurement from weeks e\cc{\-icity Pe\‘year can be contrary to existing

to minutes and dynami-
cally move resources to
applications before disrup-
tion to users occurs.

» Operational Efficiencies: The IT Man-
ager's daily tasks are mitigated or at the very
least, made easier by server & storage virtu-
alization. Many tasks that used to create down-
time and had to scheduled during off-hour
maintenance can now be done at any time.

The Other Edge

Sounds like a no-brainer, right? Why wouldn't
the IT administrator, the Practice Administra-
tor, the CFO or the CEO be interested?

Well, the challenges themselves can be
quite daunting. The benefits and quality of a
virtualized data center are only the end result
of successfully handling much complexity.

While the virtualization technologies
themselves are quite mature, there are
choices to be made at each layer, and the
number of permutations on how to build a
virtualized environment, especially one that

IT purchasing habits and may
present a bit of sticker shock.

« Labor: The specialized

virtualization technologies re-
quire highly specialized skillsets. Specialized
training or additional staff
is generally necessary to implement and
maintain a virtualized environment.

When it comes to virtualization initiatives,
businesses can't afford to misstep or stall on
the project, and it is wise for them to con-
sider their options carefully. For many years,
information technology could be described as
a commodity. Deploying a virtualized solution
in some ways reverses that and makes IT a
competitive advantage again.

At Netgain, we make it our mission to
understand and maintain the complexity of
this technology so our customers don't have
to, allowing them to instead focus on their
missions and on those parts of their business
that is strategic to them. Call Netgain if your
virtualization project has stalled, failed or you
just need help.

L have been working with you for 4 years now and

wouldn't even consider (ookm@ at another service provider.

Bveryone T talk to is great!

— Jennie G.
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Netgain Employees Volunteer to Help
Supply Local Hobitat for Humonity ReStore

SecureBillPaye

comprehensive payment solution

Secure Bill Pay is a comprehensive
payment management solution for
businesses who desire a faster and
easier way of getting paid. Incepted
in 2008 and headquartered in St.
Paul, Minnesota, Secure Bill Pay
(SBP) now serves over 5,000 users

in 14 states.

Solutions

« Online Self Pay

« Point of Service
 Recurring Payments
« Business tools

« System integration

Real-time Data

- Comprehensive reporting
- Import and export data

- System integration

- Permanent data archive

Security & Reliability

+99.95% system up-time

- Securely hosted with Netgain

- Secure firewall; data encryption

- Integrated fraud protection center
- PCl certified

« HIPAA compliant for health care

Request a Personal Demo
www.SecureBillPay.net/Demo

Features
Accept all payment types
- Credit / debit cards
« Checks and ACH
- Cash

Web-based software

- Fasy to deploy

- No software to load or maintain
« 24x7 access

- Intuitive user interface

Secure Bill Pay Works For:
- Hospitals

- Medical Clinics

- Other health care providers
- Non-Profit Organizations

Yettisg gou paid, fustrd”

For more information, contact Dawn Lunde, Dawn@SecureBillPay.net.
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Netgain employees recently volun-
teered to assist the Central MN Habi-
tat for Humanity in deconstrueting o
house to solvage ports for the ReStore.
The ReStore, now existing for over 25
years in 825 loeations, is made pos-
sible only with the hands of volunteers.
This store's merchandise primarily
comes from donotions which are then
sold at a discounted price to the public
ot the ReStore. The proceeds from
these stores go to help Habitat for
Humanity's gool of building “homes,
communities, and. hope."

For Netgain, this was an opportunity
to work as a team, and contribute to a

Netgain's Support Team Lead,
Nick VanVleet, I really enjoyed the
enthusiosm fellow coworkers showed
in helping Hobitat for Humanity.
Volunteering is a fun way to bond with
and get to know coworkers outside of
on office environment. I look forword to
the next opportunity to volunteer with
Habitot for Humanity."

Netgoin is proud to be able to help
the local community through volunteer-
ing for Habitat for Humanity.

" Netgain’s Security Officer
achieves CISSP® Certification

Charles Killmer, who has been at Netgain since it's inception
in 2000, has achieved one of Information Technology’s highest
certifications: Certified Information Systems Security Profes-

~_sional. Killmer, who started at Netgain as a programming
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intern 12 years ago, has now served as Netgain's Secu-
~ rity Officer for three years. Responsible for ensuring
* the security, privacy, integrity and availability of client
information, Killmer decided to pursue the CISSP
certification to better serve Netgain's clients. In doing
so, Killmer was able to take much of what he learned
and implement it at Netgain through security audits
and helping clients achieve PCl & HIPAA compli-
ance. Charles has presented to many groups on
security, HITECH, PCl and other aspects of data
security and is active in local and online groups to
A stay up to date on security trends and threats.



